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1
Decision/action requested

SA3 is kindly asked to approve the proposed general description for ProSe UE-to-Network Relay Discovery security in TS 33.503.
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3
Rationale

In current version of TS 33.503 [1], there are control plane and user plane solutions for establishing security for PC5 communication between the Remote UE and User-to-Network (U2N) Relay, before which the Remote UE and U2N Relay need to discover each other. However, there are only detailed security procedures for 5G ProSe Direct Discovery in current version of TS 33.503 [1]. Security procedure for 5G ProSe UE-to-Network Relay Discovery is still unspecified and was raised as a part of exceptional work to complete for 5G ProSe Security, according to Rel-17 5G_ProSe Security Work Item Exception sheet (S3-220521 [2]).

This pCR proposes the general description for introducing the detailed security procedures over control plane and user plane for ProSe UE-to-Network Relay Discovery in TS 33.503 [1].
4
Detailed proposal

*************** Start of the Change ****************

6.1.3.x
5G ProSe UE-to-Network Relay Discovery Security

6.1.3.x.1
General

As per 23.304 [2] clause 6.3.2.3.1, 5G ProSe UE-to-Network Relay Discovery is applicable to both 5G ProSe Layer-3 and Layer-2 UE-to-Network relay discovery for public safety use and commercial services. Therefore, the security procedure for proteting 5G ProSe UE-to-Network Relay Discovery shall also be applicable to both 5G ProSe Layer-3 and Layer-2 UE-to-Network relay discovery.
As per 23.304 [2] clause 5.2.3 and clause 6.3.2.3.1, 5G ProSe UE-to-Network Relay Discovery also have two models (i.e. Model A using a single discovery protocol message and Model B using two discovery protocol messages). Both models also use a UTC-based counter (see step 9 in clause 6.1.3.1) to provide freshness for the protection of 5G ProSe UE-to-Network Relay Discovery message on the PC5 interface. The parameters CURRENT_TIME and MAX_OFFSET are also provided to the UE from the network to ensure that the obtained UTC-based counter is sufficiently close to real time to protect against replays. 

5G ProSe UE-to-Network Relay Discovery also requires confidentiality protection of the discovery messages (e.g. to ensure a UE is not discovered by unauthorized parties or tracked due to constantly sending the same Relay Service Code in the clear).

The main difference between 5G ProSe UE-to-Network Relay Discovery security and Restricted 5G ProSe Direct Discovery security is that 5G ProSe UE-to-Network Relay Discovery security does not need to differentiate between Code-Sending Security Parameters (used by the sending UE) and Code-Receiving Security Parameters (used by the receiving UE), which are provided by the network and used directed by the UE as the discovery keys for protecting discovery messages in Restricted 5G ProSe Direct Discovery.  For 5G ProSe UE-to-Network Relay Discovery, discovery messages in Modle A (sent by Relay UE and received by Remote UE) and discovery messages in Mobel B (sent and received by the Remote UE and Relay UE) are all protected by the discovery keys derived by the UE from an root key PRDK (ProSe Relay Discovery Key) provided by the network. In this way, the Relay UE can use one discovery root key to derive different set of discovery keys shared with different Remote UEs discovering it.

Another major difference between Restricted 5G ProSe Direct Discovery security and 5G ProSe UE-to-Network Relay Discovery security is that 5G ProSe UE-to-Network Relay Discovery has the option of using security procedure over control plane or user plane. Whichever plane the security procedure runs over for 5G ProSe UE-to-Network Relay Discovery, the security procedure for the subsequent 5G ProSe UE-to-Network Relay Communication runs over the same plane.

*************** End of the Change ****************
